IDrive °
Google Workspace Backup

Get started

To get started with IDrive® Google Workspace Backup,

Sign in to your IDrive account.

Enter the encryption key set by you during your first login.

Click Google Workspace on the LHS menu in the dashboard.

& |Drive - home

« > cC

@& idrive.com/idrive/home

Search filefolder

IDrive-

# Home

Cloud Backup

Cloud Drive
Name ~

Dashboard

JOHN-PC

Web Logs
Trash
SHANE-PC

IDrive Express™

More

MATHEW-PC

My Account
WILLIAM's-iPhone
RemotePC™

IDrive® &2

Google Workspace @

=

Features

Loaded: 4/ Totali4  Trash Details = = -
Size Modified (PST)

Apr 11, 2023, 04:28 am

Apr 11, 2023, 04:24 am

Apr 10, 2023, 02:22 am

Apr 02, 2023, 08:28 am

Pricing Download Support FAQ

& IDrive Inc.

www.idrive.com/google-workspace-backup/

Startup Guide



https://www.idrive.com/google-workspace-backup/

e Click Enable.
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lDﬁV@‘ Google Workspace Backup

Protect your organization's Google Workspace data as an additional layer of
security against accidental data deletions, cyber threats, and ransomware
attacks.

Available at $20/Seat/Year and Unlimited Storage
7-day free trial

Use the admin email address of your Google

Why backup your Google Workspace?

Prevention from data loss & All data at your fingertips Defense against ransomware

@ Safequard your Google Workspace data from Get comprehensive control over your doud- Save your data against ransomware with
loss due to human errors, cyber attacks, or based data backups and restores, anytime, point-in-time version restores and granular
makware. data recovery.
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e Enter the email address of the Super Administrator of the Google Workspace account
that you want to backup.
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To add your Goegle Workspace to the IDrive service, you nead to create a new
project in your Google Workspace account. Know more

Enter the email of a Super Administrator of the Google Workspace account*

shane@myworld.com

or impart the key as 3 JSON file®

www.idrive.com/google-workspace-backup/
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Enter the private key of the Google Workspace account or import the key as a JSON
file. Refer this guide to know how to obtain the private key as a JSON file.
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To add your Google Workspace to the IDrive service, you need to create a new
& project in your Google Workspate account. Know more

Enter the email of a Super Administrator of the Google Workspace account*
com
Enter the private key of the Google workspace or import the key as a JSON file*
1{

"type": “service_account”,
"project_id": "lucid-diode-352004",
"private_key_id": "19334773efc0d5448b0088a39043428513b9001c",
"private_key": " BEGIN PRIVATE KEY-----
\nMIIEVAIBADANBEkqhkiGOWBAQEF ANSCBKYgeSiAZEAOTBAQCVI00H 2a+vpGY \nkod) IWCVCCCETXANhPLSP
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Click Create.

Once authorized, you will be redirected to the dashboard of your IDrive® Google Workspace
Backup account.
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60 Overview

B el Maragrment > Drive Total data: 56.80 6B gackup summary

Total data backed up
68.69 GB

Users protected: Backups in progress: 0 ol

6

2= 2 Total users: Backup history: 0% 00000C0C0

@ Activity Logs

Users not protected: Exports in progress: (]

Total shared drives

24

Last backup activity: 28-12-2022 12:18 PM  Restores in progress: o

Account information
Gmail Total data: 10.68 GB
Registration date

09-19-2022 01:26 PM
Total users: Backup history: A N-R R R XN NN

Provider
Users protected: Backups in progress: [ Email: admin@myworld.com

Users not protected: Exports in progress: [] Super Admin
Mame: John

Last backup activity: 26-12-202211:16 AM  Restores in progress: 0 Email: joha@myworkd.com

Custamer ID

61701193

Your Google Workspace will be automatically synced with IDrive® Google Workspace Backup
application for backup, and the user data will be displayed on the screen. You can now
manage backups, exports, and restores for all the users and shared drives in your Google

Workspace account from the web console.

www.idrive.com/google-workspace-backup/
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Run backup for a Google Workspace user

To perform backup for any specific user,
Go to the Recovery tab on your IDrive® Google Workspace Backup dashboard.
Select the required application from which you want to backup data for the user:

* Drive - To backup the user’s drive data.

* Gmail - To backup the user's mail, contacts, and calendar data.
* Shared Drives - To backup the user’s shared drive data.

* Calendar - To backup the user’s calendar schedules and events.

* Contacts - To backup the user’s contact cards.
Click the user account or shared drive for which you want to backup data.

Select the files or folder that you want to backup by clicking the checkbox against the
files/folders.

Click Backup now.

& IDrive® Google Backup X
€< - C @ gsuile.idrive.com/appfauthirecovery/drivelusers/108009757798668528484 =2 W a

|Drive * = Google Workspace Backup

6 Overview Drive
@& SeatManagement » Users  Search  Exports  Restores  Backups
O Recovery v

Name Email Last Backup Status Storage
Eathre John john@myworld.com 29-12-2022 05:45 PM Active 136GB

* Gmail {
S Snapshots  29-12-2022 05:45 PM [ Enter 3.0r more characters O, 4 Restore & Export ORISR Tu il e To10

* Calendar All users > john@myworld.com

. contacts
Name Type Last Modified

B Activity Logs
(Restore 2023-01-10 0%:36;51) Folder 01-10-2023 03:06 PM

{Restore 2023-01-21 22,0255 UTC) Folder 01-22-2023 03:32 AM
{Restore 2023-02-01 15:40:53 UTC) Folder 02-01-2023 0%:10 PM
(Restore 2023-02-01 15:45:56 UTC) Folder 02-01-2023 0%:15 PM
{Restore 2023-02-01 15;48;50 UTC) Folder 02-01-2023 0%:18 PM

{Restore 2023-02-01 15;53;10 UTC) Folder 02-01-2023 09:23 PM
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The backup progress will be displayed in real time. The backup details can be viewed under
Backups.

Running a manual backup does not affect the auto-scheduled backups.
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Restore backed-up Google Workspace user data

To restore the backed-up Google Workspace data of a user,
Go to the Recovery tab on your IDrive® Google Workspace Backup dashboard.
Select the required application from which you want to restore data.
Click the user account or shared drive from which you want to restore data.

Select the appropriate recovery point under Snapshots if you want to perform a
point-in-time restore. To restore a specific file or folder, select the item from the list

of backed-up items. You can also search for a specific file or folder.
Click Restore. A popup window will appear.

Select Snapshot or Selected Items as required.

& IDrive® Google Backup

« 2> C & gsuite.idrive.com/app/authirecovery/drivelusers

Restore

Selection
® Snapshot Selected Items (0)

Restore to*

Brian

Cancel Restore

Select the user account from the Restore to drop-down menu to which you
want to restore the snapshot or the selected item. You can restore the data

to the same user account, or a different user account.
Click Restore.

The restore progress will be displayed on the screen in real time.



https://www.idrive.com/google-workspace-backup/

Access user management tools

You can access records of all the users under the Seat Management tab in your IDrive®
Google Workspace Backup web console, regardless of their backup status. Navigate to the

Users or Shared Drives tab under Seat Management to access the following management
tools:

* Auto-add: Discovers and automatically syncs all the new users/shared

drives added to your Google Workspace account.

* Activate all users/Activate all: Activate backup for all unprotected users
and shared drives.

* Filter users/shared drives: Filter records of users or shared drives

according to their backup status — active, paused, unprotected.

* Search users/shared drives: Look up specific users and shared drives

among the records.

* Download CSV: Download a list of all the selected users and shared drives
in CSV format.

* Restore/ Export backed up data: Restore/export backed-up data for users by
clicking & [ [z} £ Click to restore/export backup-data for shared drives.

* Backup status: Hover over View details to view the summary of backup

status, or click the button to view a detailed backup status summary.

* Backup actions: Pause, add or remove users and shared drives from

backup set. For details, refer How do | change seat status for users and
shared drives?
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Read more FAQs
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